NHpopmannoHHas NaMATKA 1JI 00y4ar0 M XCH

C KaxapIM TOJIOM MOJIOJICKH B MHTEPHETE CTAHOBHTHCS OOJIbINE, a IIKOJbHUKH OJHHU W3
CaMbIX AKTHUBHBIX MoOJib30Barene Pynera. Mexay TeM, NOMHUMO OIPOMHOIO KOJIMYECTBA
BO3MOJKHOCTEH, MHTEPHET HECET W MpOoOJIeMbl. DTa MaMsTKa JIODKHA MOMOYb Tebe Oe3omacHo
HaXOJUTHCS B CETH.

KommnsrorepHsie BUPYCHI

KoMIbloTepHsIii BUPYC - 3TO Pa3HOBHIHOCTb KOMIIBIOTEPHBIX NPOTrpamM, OTIMYUTEIBHON
0COOEHHOCTBIO KOTOPOH SIBJISIETCS CIIOCOOHOCTh K Pa3MHOXKEHHUIO. B 10moIHEeHne K 3TOMY, BUPYCHI
MOTYT TIOBPEIUTh WM IIOJIHOCTBIO YHUYTOXXKUTh BCEe (aiabl M JaHHbBIE, IOJAKOHTPOJIbHBIE
I10JIb30BATENI0, OT UMEHM KOTOPOro Obula 3alylleHa 3apak€HHas MPOrpaMma, a TaKKe MOBPEIUTH
WIA JlJa)Ke YHUYTOXWTH ONEPallMOHHYIO CHUCTEMY CO BceMmM ¢ailiamu B neiaoM. B OGonbumimHcTBe
CIIy4aeB PacIpOCTPaHSIIOTCS BUPYCHI YEPE3 UHTEPHET.

MeTobl 3aIIUTEl OT BPEAOHOCHBIX IPOTrPaMM:

1. Hcnonb3yli COBpEMEHHBbIE ONEPALMOHHBIE CHUCTEMBl, HMEIOIINE CEPbE3HBIH YPOBEHb
3aIUTHI OT BPEJOHOCHBIX IIPOrpamMM;

2. llocrossHHO ycTaHaBiuWBail mayTH (IHUQPOBBIE 3aljaTKH, KOTOPbIE aBTOMAaTHYECKU
YCTaHABIMBAIOTCSA C LENbI  JOpadOTKH MHpOrpamMMbl) W JApyrde OOHOBICHHS — CBOECH
orepanuoHHoil cucrembl. CkauuBall UX TOJIBKO ¢ opuIMaIbHOTO caifta pazpadorunka OC. Eciu
CYIIECTBYET PEXKUM aBTOMATHYECKOT0 OOHOBIIECHHS], BKIIOUH €r0;

3. PaboTaii Ha cBOEM KOMIBIOTEpE IMOJI MPaBaMH IMOJB30BATENs, a HE aJIMUHUCTPATOpa. DTO
HE MO3BOJMUT OOJIBLIIMHCTBY BPEAOHOCHBIX IPOTrPaMM HHCTAJUIMPOBATHCS HA TBOEM HEPCOHAIBHOM
KOMIIBIOTEPE;

4. Vcnonb3yil aHTUBUPYCHbIE NPOTpaMMHBIE MPOAYKTHI HM3BECTHBIX HPOM3BOJIUTENEH, €
aBTOMaTHYECKUM OOHOBJIEHUEM 0a3;

5. Orpannyp pu3HUECKH JOCTYN K KOMIIBIOTEPY JUIsl TOCTOPOHHUX JIMIL;

6. Hcmonp3yil BHEmIHME HOCHTENW WH(QOpManuu, Takue Kak (Uienka, TUCK WITH
¢ail U3 UHTEpHETa, TOJIBKO U3 POBEPEHHBIX UCTOUHUKOB,

7. He oTkpbiBail KoMIbIOTEpHBIE (Daiiiibl, TOJYYEHHBIE U3 HEHAC)KHBIX HCTOUHUKOB. J{axe Te
(ailsibl, KOTOpbIE MpUCIaT TBOM 3HAKOMBIH. JIydllle yTouHH y HEro, OTHPAaBJIsUI JIU OH Tebe nX.

Cetu WI-FI

Wi-Fi - 5T0 He BHI mepenavyd TaHHBIX, HE TEXHOJIOIHs, a BCEro JIMIIL OpeHa, Mapka.

Eme B 1991 rony Hunepnanackas KOMITaHUS 3aperucTpupoBaga  OpeH.
"WECA", yro  o0Oo3Hauaso cinoBocouetanue "Wireless Fidelity", kotopsrii

MEePEBOUTCS KaK "'0eCcrpoBOHAS TOYHOCTH' .

Jlo wHamero BpeMmMeHH Jonuia JApyras aOOpeBwarypa, KOTOpas SBISETCS TaKOW ke
TexHojorueit. Ito adbbpeBuarypa "Wi-Fi". Takoe Ha3BaHHe OBUIO JaHO ¢ HAMEKOM Ha CTaHIApPT
BBICIIHI 3ByKOBOM TexHUKHU Hi-Fi, uTO B iepeBo/ie 03Ha4YaeT "BbICOKAask TOYHOCTD .

Ja, OecmyaTHBI HWHTEpHET-NOCTYN B Kade, OTeNsIX M ad’ponoprax SBISETCS

OTIUYHON BO3MOXKHOCTBIO BBIXOJ1a B HHTepHET. HO MHOTHE 3KCTIepThI CUUTAIOT, YTO

obmenoctymnabie Wi-Fi cetn He sIBIIsSItOTCS 0€30MaCHBIMH.

CogeTtsl 10 Oe30macHoCTH padoTte B 00mienoctynusix cetax Wi-fi:

1. He nepenagaii cBoro uuHyro uHpopmaimio uepe3 odmenoctymnubie Wi-Fi cetu. Paboras B
HUX, KeJlaTeIbHO HE BBOJIUTH MAPOJIH JJOCTYIIA, TOTUHBI U KAKUe-TO HOMepa,

2. Ucnone3yii u OOHOBISI aHTHUBUPYCHBIE MPOTpaMMbl W OpaHamayep. TeM cambIM Tbl
o0e3omacuib ceds OT 3aKauKH BHpPYyca Ha TBOE YCTPOMCTBO;

3. Ilpu wucnomns3oBannu Wi-Fi orkmioun ¢yakmuro "O6muit mocrym Kk (daiiaam u
npuaTepam’. JlanHas (QYHKIUS 3aKpbiTa 1O YMOJTYAaHHWIO, OJHAKO HEKOTOPBIC IIOJH30BATEIN
AKTUBUPYIOT €¢ JUIs y100CTBA UCIIOJIB30BAHUSA B padoTe WK yueoe,

4. He ucnonw3yit nmyoaumanbii WI-FI st nepenaun MTUYHBIX JaHHBIX, HAIPUMED TS BBIXOJA



B COIIMAJIBHBIC CETH WX B SJIEKTPOHHYIO HOYTY;

5. Unonw3yii Tompko 3amumieHHoe coeauHenue uvepes HTTPS, a me HTTP, T.e. mpu
Habope BeO-aapeca BBoau umeHHo "https://”;

6. B moOunbHOM Tenedone orkiaroun ¢ynkuuio "Tlonknrouenne k Wi-Fi aBTomarnuecku'.
He nomyckaii aBTOMaTH4eCKOro MOJKIIOYeHHs yeTpoiicTBa K cetsiM Wi-Fi 6e3 TBoero cornacus.

COHI/IaJ'IBHBIe CCTHU

CouuanbHble CETH aKTUBHO BXOJAT B HAIy KM3Hb, MHOTHE JIIOAM pabOTAarOT U JKUBYT TaM
HIOCTOSIHHO, a B Facebook yxe 3aperucrpupoBan Muiinap/ 4esioBeK, 4TO SBJISIETCS OJHON CeIbMOM
BCEX JKUTENeH IMiaHeTbl. MHOTHE TOJbh30BaTENIM HE MOHUMAIOT, YTO WMHGOpMANMs, pa3MelIeHHas
UMH B COLIMAJBbHBIX CETSX, MOXKET ObITh HailJieHa M MCIOJb30BaHA KEM YTOJHO, B TOM 4YHCJIE He
00s13aTeNBbHO ¢ OJaruMu HaMepEeHUSIMH.

OcHOBHBIE COBETHI 10 O€30MaCHOCTH B COLIUANIBHBIX CETSIX:

1. Orpannub cucok apy3ei. Y Tedsi B Ipy3bsX HE JOJKHO OBITh CIy4alHBIX U HE3HAKOMBbIX
JIIOJIEH;

2. 3ammMiiai cBOIO YacTHYIO >KM3Hb. He yka3sbiBaii mapousu, TenedoHsl, ajpeca, 1aTy TBOETO
POXIEHUS U JPYTyl0 JIMYHYIO HH(OpMaLuio. 3JI0YMBIIUIEHHUKH MOIYT MCIOJbB30BaTh Jaxe
MH(POPMAIIHIO O TOM, KaK Thl M TBOH POJHUTENH IUTAHUPYETE POBECTH KaHUKYIIHI,

3. 3amuiail cBOI0 pemyTalHtIo - IEPKU €€ B YMCTOTE U 3a7aBail cebe BONpoc: XoTen Obl Thl,
9TOOBI Ipyrue TMOJIb30BATENM BHJEIHU, YTO THI 3arpyxaemsb? [lomymai, mpexiae 4eMm dYTo-TO
OIyOJIMKOBATH,

HaIKCcaTh U 3arPy3HTh;

4. Ecnu Tl TOBOpUIIb C JIOABMH, KOTOPBIX HE 3HAClllb, HE MCIOJb3YyHl CBOE pealbHOE
UMS ¥ IPYTYIO JTUYHYIO HH()OPMAIMH: UMSI, MECTO )KUTEIBCTBA, MECTO y4eOBI U pOYEe;

5. U36erait pasmemenust gororpaduii B MIHTEpHETE, Te Tl N300pa’keH Ha MECTHOCTH, I10
KOTOPOH MOKHO OIPEIEITUTh TBOE MECTOIMOJIOKECHHUE,

6. Ilpm perucrpauum B COLMATIBHOM CETH HEOOXOAMMO HCIHOJIb30BATH  CIIOKHBIE
MapoJiv, COCTOSIINE U3 OYKB U QP U ¢ KOJINIECTBOM 3HAKOB HE MeHee 8,

7. JIna conuanbHOW CETH, MOYTHI U JPYrHMX CaliTOB HEOOXOJMMO MCIIOJIB30BaTh pa3HbIe

HapOoJIH.

Torna ecnu Te6s B31IOMAIOT, TO 3JI0YMBIIUIEHHUKH MOJYYaT AOCTYI TOJNBKO K OJTHOMY MECTY, a He
BO BCE cpasy.

DNEeKTPOHHBIC IEHbI U

DONEeKTpOHHBIE JEHBI'M - OTO OYEHb YAOOHBIA CMOCOO TMIaTeXei, OJHAKO CYIIECTBYIOT
MOIIICHHUKH, KOTOPBIE XOTSAT MOTYYUTh 3T JCHBIH.

DNEeKTPOHHBIC [IEHBTM TOSBHJINCh COBCEM HEJAaBHO W WMEHHO W3-3a OJTOTO BO
MHOTHX TOCY/1apCTBAaX JI0 CHUX IOP HE MPOMUCAHO PO HUX B 3aKOHAX.

B Poccum xe oHM (QYHKIIMOHUPYIOT W O HUX YK€ MPOIMUCAHO B 3aKOHE, TIE WX

pa3fessoT Ha
HECKOJIbKO BHJIOB - aHOHUMHBIE M HE aHOHWMHbBIe. Pa3HWIla B TOM, YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3pelaercsi MpoBOIUTh ONepaluu 6e3 UASHTH(PHUKAIMY [TOJIb30BaTeNs, a B HEAHOHUMHBIX
UICHTU(PHUKAIUY T10Ib30BaTeNs SABISETCS 0053aTeIbHOM.

Taxke cremgyer pasnuyarh 3JIEKTPOHHBbIE (HUATHBIE AECHBIM (PaBHBI TOCYIapCTBEHHBIM
BaJIIOTaM) U AJIEKTPOHHBIE He(UATHBIE JEHBIU (HE paBHBI TOCYIaPCTBEHHBIM BAIIOTAM).

OcHOBHBIE COBETHI 10 O€30MaCHOM paboTe ¢ IEKTPOHHBIMU JCHbIaMHU:

1. TlpuBskum K cYeTy MOOWIBHBIM TenedoH. OTO caMblii yIOOHBIM W  OBICTPHINA
CIoco0 BOCCTAaHOBUTH JOCTYN K cueTy. [IpuBsi3aHHBIN TenedoH MOMOXKeT, eciau 3a0yaemib CBOH
TJIATEeKHBINA MAPOJIh WU 3aiJeIb Ha CAUT C HE3HAKOMOT'O YCTPOMCTBA;

2. Wcnonb3yit ogHOopaszoBeie maposd. Ilocie mepexona Ha YCHJICHHYIO aBTOpH3alUio Tebe
yXke He OyZleT yrpoKaTh OIIACHOCTb Kpaku WJIM TepexBara IUIaTeKHOTro HapoJs;

3. BeiOepu cnoxsblil mapons. [lpecTynHukam OyzneT He MPOCTO yrajaaTh CIOKHBIA Mapoilb.



Hanexxnble maponu - 3TO mapojiu, KOTOpbIe coiep)aT HEe MeHee 8 3HAKOB M BKIIIOYAIOT B ceOs
CTPOYHBIE M MPOIMUCHBIE OYKBBI, HU(PHI U HECKOJIBKO CUMBOJIOB, TaKHE KaK 3HAK Jojuiapa, QyHTa,
BOCKJIMIIATENIbHBIN 3HaK | T.1. Harmpumep, $tRONg!;;

4. He BBOIM CBOM JIMYHBIC JJAHHBIE Ha cailTax, KOTOPHIM HE

JOBEpsielIb. DIEKTPOHHAS OYTa

OneKTpoHHas MoYyTa - OTO TEXHOJOIMS U NPENOCTaBIsEMblE €I YCIYyIM 110
MEPEChUIKE U MOJYYCHHUIO 3JIEKTPOHHBIX COOOIIEHUMN, KOTOPbIE PACIPENEISIIOTCS B KOMITBIOTEPHOM
cetd. OOBIYHO OHJIEKTPOHHBIM  TOYTOBBIM  SIIMK  BBITJSAAT  CJIEAYIOLUIUM obpazom;
uMsl_Tionb3oBartesii@umsi_gomeHa. Takke KpomMe Mepeladd MPOCTOr0  TEKCTa, HMMeeTCs
BO3MOXXHOCTb TepeaaBaTh (pailisl.

OcCHOBHBIE COBETHI 110 0€3011aCHON paboTe C INEKTPOHHON OUTOM

1. Hago BBIOpaTh NpaBWIIBHBIA TOYTOBBIA CEpPBUC. B WMHTEpHETE €CTh OrPOMHBIA BHIOOP
OeCIUIaTHBIX TTOYTOBBIX CEPBHCOB, OJHAKO JIYUIIEe JOBEPSATh TEM, KOrO 3HAEIHIb M KTO TMEPBBIA B
pEUTHHTE;

2. He yka3piBaii B JWYHOM moure suyHyro wuHpopManuio. Hampumep, mydmne

BBIOpATh
"My3bIKaJbHbIH _(paHat@" wim  “pox2013" BMecTo
"remal3";

3. Ucnonp3yit AByX3TAaHYIO aBTOPU3AIUI0. DTO KOTa IOMUMO MapoJisi HY>)KHO BBOJUTH KO/,
npucklUIaeMbiii mo SMS;

4. BeiOepu CIOXHBIA Taposib. s KaXAOTO IOYTOBOTO SIIMKA JOJDKEH OBITh CBOM
HaJIeKHBIH, YCTOWYUBBIN K B3JIOMY IApOJIb;

5. Eciu ecTtp BO3MOXHOCTH HamucaTb CamMOMYy CBOM JIMYHBIA BOIPOC, MCIOJIb3YH
BO3MOX
HOCTB,

6. Hcrnonmb3yil HECKONBKO TOYTOBBIX SAIIUKOB. [lepBbIii AJis 4YacTHOW TMEPEemHuCKH C
azpecaTaMM, KOTOPBIM Thl JIOBEpsielllb. IJTO 3JEKTPOHHBIM aJpec HE HaJ0 MHCIIOJIb30BATh IPHU
peructpanuu Ha GopyMax U caiTax;

7. He oTkpbiBaii gaitibl U Ipyrue BIOKEHHS B MUChbMaxX Jla)ke €CIM OHH MPUIILIH OT TBOMX
npysei. Jlydie yrouHu y HUX, OTIPABIISUIN JTU OHU Tebe 3TH (ailibr,

8. Ilocne okoH4aHusi pabOTHI Ha TOYTOBOM CEPBHUCE TEpe]] 3aKPBITHEM BKJIAIKU C

CalTOM HE
3a0y1b HaXXaTh Ha "'BeidTu'".

KubepOymiuHr uiin BUPTyaabHOE U3/1€BATEIbCTBO

KubepOymauHr - mpecienoBaHue COOOIIEHUSIMH, COJAEpPKAIIUMU OCKOPOJIEHHS], arpeccuio,
3allyrUBaHue, XYJIWTAaHCTBO; COIMAIbHOE OONKOTHPOBAaHME C MOMOILNBIO pa3IMYHBIX HWHTEPHET-
CEPBHCOB.

OcHOBHBIE COBETHI IO 6OpbOE ¢ KUOEPOYIIITMHIOM:

1. He 6pocaiics B 60#. JIyummii crioco0: mocoBeTOBAThCA KakK ce0si BECTH U, €CIM HET TOro, K
KOMY MOKHO OOpaTHThCS, TO BHa4ajle YCIOKOUThCA. Ecnu Thl HayHelIb 0TBEYaTh OCKOPOJICHUSAMHU
Ha OCKOPOJIEHUSs, TO TOJBKO e1lie O0JIbIlie Pa30AKeTh KOH(IUKT;

2. YnpaBnsii cBoei Kubeppemyramnmei;

3. AHOHUMHOCTH B ceTn MHHUMas. CyIIeCTBYIOT CHOCOOBI BBISICHUTH, KTO CTOWT 3a
AHOHUMHBIM aKKayHTOM;

4. He cTouT BeCTH XyJIUTaHCKUN 00pa3 BUPTyalbHOU KU3HU. IHTEpHET QUKCUPYET BCE TBOU
JeMCTBUS M COXPaHSET UX. Y JaUTh UX OyAeT KpaifHe 3aTpyIHUTEIbHO;

5. Cobmromait CBOI BUPTYaIbHYIO Y€CTh CMOJIOAY;,

6. Urnopupyii enuHuuHbI HeraTwB. OIHOPa30Bble OCKOPOUTENbHBIE COOOILICHMS JTydlle
UrHopupoBaTh. OOBIYHO arpeccusi MpeKpalaeTcsl Ha Ha4yaJlbHOM CTaauy,

7. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMH COOOIIECHHSIMU, B COLMAIBHBIX
CETSAX €CTh BO3MOXHOCTb OJIOKUPOBKHU OTIPABKU COOOILIEHUH C OIPEAEICHHBIX alpeCOB,;

8. Eciu 1B cBuaerens kubepOymmHra. TBou OeHCTBHSA: BBICTYHHTH HPOTHUB

Ty



IIpeciIe10BaTels,
MOKa3aTb €My, 4YTO €ro JEHCTBHUS OLEHUBAKOTCS HETaTUBHO, MOAJNEPKATH KEPTBY, KOTOPOU
HY>KHa IICUXOJIOTMYECcKas MOMOIIb, COOOLIUTH B3POCIBIM O (DaKTe arpecCUBHOIO NOBEECHUS B CETH.

MoOunbHbBIN TenehoH

CoBpeMeHHbIe cMapT(OHBI U TUIAHIIETHI COJIEPKaT B ce0e BIIOJIHE B3POCHbIN ()yHKIIMOHAT, U
TENepb OHU MOTYT KOHKYPHUPOBATh CO CTAI[MOHAPHBIMU KoMIbloTepamu. OHAKO, CPEICTB 3aIIUThHI
JUIS TIOJIOOHBIX YCTPOMCTB TIOKAa OYEHb Majio. TeCTHpOBaHME U TIOMCK YI3BUMOCTEH B HHUX
MMPOMCXOIUT HE TaK MHTEHCUBHO, Kak 1y [IK, To e camoe kacaeTcss 1 MOOWIIBHBIX MPUITOKCHHM.

CoBpeMeHHBIE MOOWIBHBIE Opay3epbl YK€ MPAaKTHYEeCKH IOTHAIM HACTOJBHBIC aHAJIOTH,
OJIHAKO pacuIupeHue (yHKIMOHAa BJIEYET 3a COOOW OOJBIIYIO CIIOKHOCTh W MEHBIIYIO
3aIUIICHHOCTD.

Jlaneko He BCe MPOU3BOAUTENH BBHITYCKAIOT OOHOBJIEHHMS, 3aKPBIBAIOIINE

KPUTUYCCKHE
YS3BUMOCTH JIJIsl CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI JIs1 0€30MaCHOCTH MOOMIBLHOTO TeneoHa:

1. Hudero He sBisieTCsl MoO-HAcTosleMy OecriaTHBIM. Byanb ocToposkeH, Belb Korjaa Tede
MpeyIaraloT OecIuIaTHIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKUE-TO TUTATHEIC YCIIYTH;

2. Jlymaii, npexnae uyeM otmpaButb SMS, ¢oro mnu Bugeo. Thl TOYHO 3HAENIb, TIE OHH
OyayT B KOHEYHOM UTOTE?

3. Heo6x01umMo 0OHOBIATH ONEPAIMOHHYIO CHCTEMY TBOETO cMapT(hoHa,

4. Ucnonb3yit aHTHBUPYCHBIE TIPOTPAMMBI JUTsl MOOWIIBHBIX TeJIe(DOHOB,;

5. He 3arpyxail mpuiio)keHHs OT HEU3BECTHOTO HCTOYHHUKA, BEIb OHM MOTYT COAEpPXKaTh
BPEIOHOCHOE TIPOrPaMMHOE 00ECIICUCHHE;

6. Ilocme Toro kak THI BBHIENIb C caiiTa, I/ie BBOIAWI JIMUHYIO WH(OpManuioo, 3aiad B
HaACTpoOWKH Opay3epa u yaanu COOKies;

7. [leproanuecku MpoBepsiii Kakue MIaTHBIE YCIYTH aKTHBHPOBAHBI HA TBOEM HOMEPE;

8. JlaBaii cBOIf HOMEp MOOMIBHOTO Tene(OHa TOJIBKO JIFOJSM, KOTOPHIX THI 3HACIIh U KOMY
JOBEpsieIIIb;

9. Bluetooth momkeHn OBITH BBIKIIOYEH, KOTJa Thl UM HE MOJb3yenibesi. He 3a0biBaii mHOT 1A
MIPOBEPSTH 3TO.

Online urpsr

CoBpeMeHHbIE  OHJIAWH-UTPBI - 3TO KpPacOYyHbIE, 3aXBaThIBAIOLIME PAa3BJICUECHMUS,
O0BEIMHSIONINE COTHH TBHICSY YEIIOBEK MO BceMy Mupy. WTIpOKW WCClenyloT AaHHBIA UM MM,
00IIAI0TCS IPYT C JIPYroM, BBIMOJHSIOT 33JaHUs, CPAXKAIOTCA ¢ MOHCTPAMHU M TMOJY4aloT OMBIT. 3a
YIOBOJBCTBHE OHH TUIATST: TOKYITAIOT TUCK, OIDIAYMBAIOT a0OHEMEHT WM MPHOOPETAI0T KaKHEe-TO
OTILIUH.

Bce aTH cpencTBa nayT Ha oJIep)KaHUE M Pa3BUTHE UTPHI, a TAKXKE Ha caMy 0€30MacHOCTb:
COBEPILIEHCTBYIOTCS CUCTEMbI aBTOPU3ALIMH, BBITYCKAIOTCSI HOBBbIE NaTu (LU(POBbIE 3arIaTKH JJIs
MIPOTpaMM), 3aKPHIBAIOTCS YSI3BHMOCTH CEPBEPOB.

B nmo100HBIX Urpax CTOUT OnacaTbcsi HE CTOIBKO CBOMX COMEPHHUKOB, CKOJIBKO KPasku TBOETO
mapoJisi, Ha KOTOPOM OCHOBaHA CHCTEMa aBTOPH3AIMH OOJIBITHHCTBA UTP.

OCHOBHBIE COBETHI M0 0€30MaCHOCTH TBOETO UTPOBOT'0 aKKAayHTA!

1. Ecnu npyroit urpok BeneT cedsl mIoXo Wi co3AaeT Tede HeNmpUsTHOCTH, 3a0J0KUPYH ero
B CITHCKE UTPOKOB;

2. Tloxanyiics afMUHHUCTpAaTOpaM UIPbl HA IUIOXOE MOBEJEHHE ATOrO UIPOKA, YKEIATEIbHO
MPUIIOKHUTH KaKue-TO JI0Ka3aTeNbCTBA B BUJIE CKPUHOB,;

3. He yka3wpiBaii muunyro uHpopmalmio B mpodaiisie urphr,

4. YBaxail Ipyrux y4acTHUKOB I10 UTPE;

5. He ycranaBnuBaii HeopuipaibHbIe TATYH U MOJIBI,

6. Mcronp3yii Cl10KHbBIE U Pa3HbBIE MTAPOJIH;



7. Jlaxxe BO BpeMs WIpbl HE CTOWT OTKJIIOYaTh aHTUBHUpYC. [loka ThI uWrpaemnib, TBOH
KOMITBIOTEP MOT'YT 3apa3UTh.

OuImmMHT 1IN Kpaxa JIMYHbIX JaHHBIX

OOBIYHOM KpaXKeil JeHET W JOKYMEHTOB CETOJHS Y)K€ HHUKOTO HE YIWBHIIb, HO C Pa3BUTHEM
MHTEPHET-TEXHOJIOIMH 3JI0YMBIIIJIEHHUKH [IEPEMECTHIIUCh B UHTEPHET, U MPOJIOJIKAIOT 3aHUMAThCs
"ImoOuMBIM " J1EITOM.

Tak mosBuiack HoOBas yrpos3a. HMHTEPHET-MOIIEHHUYECTBA WJIM (UILMHI, TJIaBHAs Ielb
KOTOPOI'O COCTOMT B TOJYYE€HUH KOH(PUIEHIMAIbHBIX JAHHBIX I10Jb30BaTeled - JIOTMHOB U
naponeil. Ha anrmmiickom sizeike phishing umraercs kak ¢ummnar (ot fishing - peiOHas noBis,
password - mapois).

OcHOBHBIE COBETHI 0 OOPHOE ¢ QUIIMHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu Thl mojo3peBaelllb, YTO TBOSI aHKeTa OblLIa B3JIOMaHa,
TO HEOOXOAMMO 3a0JIOKHPOBATH €€ W COOOIIMTh aAMHUHHCTPATOpaM pecypca 00 3TOM KaK MOXKHO
cKopee;

2. Ucnonp3yii Ge30macHbie B€O-CaiThI, B TOM YHCIIe, MHTEPHET-Mara3uHOB U IIOMCKOBBIX

CHCTEM;

3. Hcnonp3yit cloXHBIE M pa3Hble Mapoid. TakuM oOpa3oM, eciu TeOs B3JIOMAIOT, TO
3JI0YMBIIUIEHHUKHU TOJYy4aT AOCTYI TOJBKO K OJHOMY TBOEMY ITPO(UIIIO B CETH, @ HE KO BCEM;

4. Eciu T1e0s1 B3MOMaIH, TO HEOOXOAWMO MPENYINPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPBIC
no0aBiieHbl y TeOsl B Ipy3bsX, O TOM, 4TO TeOs B3JIOMAJIU M, BO3MOXXHO, OT TBOETO MMEHHU OyneT
pacchuIaThCsl ClIaM U CCBUIKH HA (DUITUHTOBBIE CANTHI,

5. YcranoBu HaaexHbii mapoib (PIN) Ha MoOUIBHBIN TeneoH;

6. OTKIIIOYM cOXpaHEHUE Mmapoiisi B Opaysepe;

7. He oTkpbIBail (aiinbl 1 Ipyrue BIOKEHUS B MUCbMax JlaXe €CIM OHM MPUIUIM OT TBOUX
npy3eit. Jlydie yrouHu y HUX, OTIIPABIISIN JIM OHU Te€Oe 3T (paiiibl.

Hudposas penyrarus

[udposas penyranus - 3TO HEraTHBHas WIM IO3UTHUBHAs WH(poOpMalus B ceTu o Tebe.
Komnpomerupyromass uHdopManus pasMelleHHAas B MHTEPHETE MOXET CEepbe3HbIM 00pazoMm
OTpa3UThCA
Ha TBoeH peanbHOM >xu3HHU. "LludpoBas penyramus” - 3To TBOW HUMHJIK, KOTOPBIH
dbopmupyercss U3 uHGOPMAIIMH O TeOE B UHTEPHETE.

TBoe MecTo XuTeNnbCTBa, yueObl, TBOe (PMHAHCOBOE IMOJIOKEHHE, 0OCOOEHHOCTH XapakTepa U
pacckasbl 0 OJIM3KHX - BCE 9TO HAKATUINBACTCS B CETH.

MHorue  MOXPOCTKH  JIETKOMBICIEHHO ~ OTHOCATCS K NYOJNUKAlUM  JIMYHOM
uHpopmanmn B MHTepHeTe, HE TIOHWMAas BO3MOXHBIX IOCIEICTBHI. ThHI Jake HE CMOXEIIb
JorajaTbCcst O TOM, 4To (oTorpadusi, pa3MelieHHas 5 JeT Ha3ajl, cTaja NPUYMHON OTKa3a MPHUHATH
Te0s Ha paboTy.

KommenTapuu, pasmerienue TBoMX ¢ororpaduil U apyrue IEeHCTBHS MOTYT HE HMCYE3HYTh
Jla’ke TI0CIIe TOTO, KaK ThI MX YAAIHIIb. Thl HE 3HAEIIb, KTO COXPAHIII 3Ty WH(POPMAIIHIO, TIONalIa JIH
OHa B MOMCKOBbIE CHCTEMBI 1 COXPAaHWJIACh JIM OHA, a IJIaBHOE: YTO MOJYMAaIOT O Tebe OKpyKarolee
JIFOJTA, KOTOPBIE HAMAYT U YBUIAT 3T0. HaiiTi mHDOpManmnio MHOTO JIET CITYCTsI CMOKET JIF000H - Kak
U3 0OPBIX MOOYKIEHHH, TaK U C HAMEPEHUEM NPUYUHHUTD Bpell. DTO MOXKET ObITh KTO YTOJIHO.

OCHOBHBIE COBETHI 110 3alIUTe HU(POBON PEMyTaLUN:

1. Iloxymaii, mpexe 4eM 4To-TO MyOJMKOBATh M NepeaaBaTh y cedst B Ojore wiu B

COITMAJIbHOM CETH;

2. B mnacrpoiikax npoduis YCTaHOBH OTrpaHUYEHHS HA MPOCMOTP TBOETro NPOQHIs U
€rocoJIEp>KUMOT0, ClIeail ero TOJIbKO "UIsl Apy3en',

3. He pa3smenraii u He ykasbiBail HHPOpPMAIIHMIO, KOTOPasi MOXKET KOro-I1u00 OCKOpOIATh WK
00MXKaTh.



ABTOpPCKOE MTPaBo

CoBpeMeHHbIE IIKOJIBHUKU - aKTHBHbBIE MOJb30BaTENd LUPPOBOro mnpocTpaHcTBa. OpHAKo
Jalek0 HE BCE 3HAIOT, YTO TOJH30BAHME MHOTHMHU BO3MOXHOCTSMHU LU(PPOBOro Mupa TpelOyer
COOJIIO/IeHHs 1TPaB Ha UHTEJUIEKTYalbHYI COOCTBEHHOCTb.

TepMuH "uHTENNEKTyalbHas COOCTBEHHOCTh'  OTHOCHTCA K Ppa3jIMYHbIM TBOPEHUSM
YeJIOBEYECKOr0 yMa, HauMHas C HOBBIX M300pETEHUI M 3HAKOB, 0003HAYAIOIIUX COOCTBEHHOCTh HA
NPOAYKTHl M YCIYTH, M 3aKaHUMBas KHUramu, ¢ororpadusmu, KHHOQWIBMAMH U MY3bIKQIbHBIMUA
IIPOU3BEICHUSAMU.

ABTOpCKHME IIpaBa - 3TO IpaBa HAa HHTEUIEKTYaJbHYKH) COOCTBEHHOCTb Ha IPOU3BEACHUS
HayKH, JUTEpaTypbl U UCKycCTBa. ABTOPCKHE IIPaBa BBICTYINAIOT B Kaue€CTBE IapaHTUU TOTO, YTO
MHTEIUICKTYaIbHBII/TBOPUSCKUI TPy[ aBTOpa He OyIeT HalpacHbIM, AAacT €My CIpaBeJIMBbIC
BO3MOYKHOCTH 3apaboTaTh Ha pe3ynbTaTax CBOETO TpPyJa, MOJYYUTh H3BECTHOCTb U IPH3HAHHE.
Huxto 6e3 paspeleHuss aBTopa HE MOYKET BOCHPOHM3BOJIUTH €r0 MPOU3BEIACHUE, PACHPOCTPAHATS,
MyOJINYHO IEMOHCTPUPOBATh, IPOAABaTh, IMIIOPTHPOBATH, ITYCKATh B MIPOKAT, MMyOJIMYHO UCTIOTHSTS,
MOKa3bIBaTh/UCHONHATD B ddupe Ui pa3menats B HTEpHETE.

Hcnonb3oBanue "mupaTckoro" mporpaMMHOIO OOECHeYeHUs] MOXET MPUBECTH K MHOTHM
pUCKaM: OT MOTEpU JAHHBIX K TBOUM AaKKayHTaM J0 OJIOKHPOBKHM TBOETO YCTPOMCTBa, TIJe
yCTaHOBJIEHA HeJerajabHas rnporpamMma. He crouT Takxke 3a0bIBaTh, UYTO CYIIECTBYIOT JIETaJIbHBIE U
OecruiaTHble MPOrpaMMbl, KOTOPbIE MOXKHO HAWTH B CETH.

O noprane

CeteBnuoK.p¢ - TBOH IJIaBHBIM COBETUYHK B CETH. 37€Ch Thl MOXKEIb Y3HATh O 0€30MaCHOCTH
B CETH TNOHATHBIM M JOCTYIHBIM S$I3BIKOM, a TPH BO3HHUKHOBEHUH KPHUTUYECKOH CHUTYalluu
o0paTuUThCsl 3a COBETOM. A TakKe NPUHATh YJacTHEe B KOHKypcax M CTaTb CaMbIM IU(PPOBBIM
rpaxaaHuHOM!



